
Privacy Policy 
IFF Global 

1. Introduction 
IFF Global (“Company”, “we”, “our”, “us”) respects your privacy and is committed to 
protecting the personal data of all visitors, users, and clients (“you”, “your”). 

This Privacy Policy explains what personal data we collect, how we use, store, and protect it, 
with whom we may share it, and your rights under applicable laws. 

By using the website iff-fund.com, the trading platform, or purchasing a Challenge, you 
agree to this Privacy Policy. 

2. Data We Collect 
We may collect and process the following personal data: 

●​ identification data (full name, date of birth, nationality); 
●​ contact details (email address, phone number, residential address); 
●​ identity verification data (KYC/EDD), including identity documents, proof of address, 

and video verification; 
●​ financial data (payment details, transaction information, cryptocurrency wallet 

addresses); 
●​ technical data (IP address, device type, browser, operating system, cookies, and 

analytics data); 
●​ trading data (activity and performance on simulated accounts). 

3. Use of Personal Data 
Personal data is used to provide access to the Challenge and Funded Account, comply 
with KYC/EDD requirements, process payments, refunds, and payouts, monitor compliance 
with rules and terms, prevent fraud, send important notifications, improve our services, and 
meet legal and regulatory obligations. 

4. Cookies and Tracking Technologies 
We use cookies and similar technologies to ensure proper website functionality, analyze 
traffic and performance, enhance user experience, and support marketing activities.​
You may manage cookies through your browser settings. 



5. Data Sharing with Third Parties 
We do not sell your personal data. However, we may share it with payment service 
providers, KYC/EDD providers, IT and hosting partners, and government or regulatory 
authorities when required by law.​
All third parties are required to comply with strict confidentiality and data protection 
standards. 

6. Data Retention 
We retain personal data for as long as your account remains active, as required by 
applicable laws, or until a deletion request is submitted, unless longer retention is legally 
required. 

7. Minors 
Our services are intended exclusively for individuals 18 years of age or older. Any personal 
data of minors will be promptly deleted. 

8. Data Security 
We implement appropriate technical and organizational security measures, including 
encryption, restricted access, monitoring, and regular audits.​
However, no system can guarantee absolute security. 

9. Your Rights 
You have the right to access, correct, delete, or restrict the processing of your personal data, 
as well as to withdraw consent, in accordance with applicable laws (including GDPR, CCPA, 
and others).​
Contact: privacy@iff-fund.com 

10. International Data Transfers 
We operate internationally, and your data may be transferred and processed outside your 
country of residence, including in Dubai (UAE), with appropriate safeguards in place. 

11. Changes to This Policy 
We may update this Privacy Policy from time to time. Any changes will be published on this 
page. Continued use of our services constitutes acceptance of the updated Policy. 
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